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• Tagging	and	tracking	devices
• Wheelchairs
• Valuable	goods
• Hospital	equipment
• Pharmacy	Supply	Chains
• Geo-fencing

• Sensor	devices
• Temperature	sensors
• Heart	monitoring
• Smart	inhalers
• Smart	Insulin	pens

• Artificial	organs
• Pacemaker
• Brain	Pacemaker
• Endo-prothetics
• Insulin	pumps
• Home	dialysis	machine

• Enhancement	and	virtualization
• 3D	Glasses
• Augmented	reality
• Process	automation	(surgical	robots,	autonomous	cars)
• Algorithms

• Assessment
• Gait-analysis
• Geriatric	Assessment



BBlluueettooootthh		aanndd		tthhee		PPhhoonnee		aass		GGaatteewwaayy		nnoo		
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Smart	Pharmaceuticals	will	not	require	Smart	
Phones	as	gateways	in	the	future
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3M	Inhalers	with	display	to	be	market	ready	by	2019
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Billions of People will benefit from 
Health	4.0

• Asthma	around	334	million	people	(Global	asthma	report	2014)
• COPD:	384	million	people	in	2010	
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4693508/
• Diabetes:	around	420	million	people	(WHO	2014)
• Gastro-Esophageal	Reflux	Disease	GERD	prevalence	estimates	was	18.1%-
27.8%	in	North	America,	8.8%-25.9%	in	Europe,	2.5%-7.8%	in	East	Asia,	
8.7%-33.1%	in	the	Middle	East,	11.6%	in	Australia	and	23.0%	in	South	
America	(El-Serag HB,	Sweet	S,	Winchester	CC,	Dent	J	(2013),	Gut. 2014	
Jun;63(6):871-80.	doi:	10.1136/gutjnl-2012-304269.	Epub 2013	Jul	13
• Plus	Cancer,	Mental	Health,	Dementia,	MS,	etc
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TTrruusstt
• Google	and	Facebook	score	low	on	
consumer	trust	
http://www.quicktapsurvey.com/blog/2016
/01/21/why-people-dont-trust-google-and-
facebook-according-to-new-survey/
• European	General	Data	Protection	
Regulation	(GDPR)	to	come	into	play	in	2018
• US	court	ruled	that	US	government	agencies	
may	enforce	transfer	of	data	from	European	
to	US	servers	(Google	2/2017)	
https://www.washingtonpost.com/news/vol
okh-conspiracy/wp/2017/02/03/google-
must-turn-over-foreign-stored-e-mails-
pursuant-to-a-warrant-court-
rules/?utm_term=.f2d9e3fd239d
• Safe	Harboring	– Privacy	Shield
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Ouuch!!!!!
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EEUU--UUSS		PPrriivvaaccyy		SShhiieelldd

• Press	release	17.	October	2017	http://europa.eu/rapid/press-
release_IP-17-3966_en.htm
• EU-US	Privacy	Shield	probably	as	good	as	it	gets,	but…
• Space	for	improvement	with	regards	to	enforcement	through	US	agencies
• More	proactive	and	regular	monitoring	of	companies'	compliance	with	their	
Privacy	Shield	obligations	by	the	U.S.	Department	of	Commerce
• US	entities	may	not	refuse	handing	over	data	sitting	on	European	servers	to	
federal	courts	and	US	agencies
• Enshrining	the	protection	for	non-Americans	offered	by	Presidential	Policy	
Directive	28	(PPD-28),	as	part	of	the	ongoing	debate	in	the	U.S.	on	the	
reauthorisation	and	reform	of	Section	702	of	the	Foreign	Intelligence	
Surveillance	Act	(FISA).
• Google,	Amazon,	Microsoft,	Apple
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GGeenneerraall		DDaattaa		PPrrootteeccttiioonn		RReegguullaattiioonn		–– GDPR,
MMeeddiiccaall		DDeevviiccee		RReegguullaattiioonn

• http://www.eugdpr.org
• (GDPR)	replaces	the Data	Protection	Directive	95/46/EC
• Enforcement	date	25.May	2018
• Local	interpretations	will	have	a	significant	impact	on	the	instantiation	of	
the	Directive	in	the	different	member	states!
• UK	?
• Medical	Device	Regulation,	REGULATION	(EU)	2017/745	OF	THE	
EUROPEAN	PARLIAMENT	AND	OF	THE	COUNCIL	of	5	April	2017	on	medical	
devices,	amending	Directive	2001/83/EC,	Regulation	(EC)	No	178/2002	and	
Regulation	(EC)	No	1223/2009	and	repealing	Council	Directives	90/385/EEC	
and	93/42/EEC
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CChhaalllleennggeess
• How	can	we	guarantee	privacy	to	the	data	owner?
• How	can	we	prevent	the	commercial	use	of	patient’s	data	without	explicit	
consent?
• How	can	we	prevent	health	care	providers	having	to	pay	for	patient	data	
they	need	for	treatment?
• how	can	we	guarantee	end-to-end	governance?
• How	can	we	protect	end-users	from	unsolicited	offers?
• How	can	we	prevent	patient	data	to	show	up	on	the	Internet	or	the	”Dark	
Web”?
• Patient	data	to	fetch	60	times	the	value	of	credit	card	information	on	the	
black	market!!!	http://www.cnbc.com/2016/03/10/dark-web-is-fertile-
ground-for-stolen-medical-records.html
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